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Introduction 

This document provides a cookbook-style reference for installing Tivoli Access Manager for e-
business 5.1 on a Windows XP system.  The Access Manager server components are not 
formally supported on Windows XP, but it is recognized that sales engineers and others may 
benefit from a document described how to run this unsupported configuration in non-production 
environments. 

Installation Overview 

Components 

The following product components are covered by this guide: 

·  Runtime 

·  Policy Server 

·  Authorization Server 

·  Java Runtime 

·  Web Portal Manager 

·  WebSEAL 

·  Web Server Plug-in for Microsoft IIS 

The information in the guide can be applied to environments where a subset of these 
components is desired. 

Installation Method 

The native installation utilities were used in this work, rather than the Installation Wizards.  The 
reason for this is that the Installation Wizards typically combine installation and configuration, 
and when configuration issues are encountered with Windows XP.  It is simpler and more direct 
to use the native installation utilities and perform configuration manually, allowing for corrections 
for the Windows XP environment.  

Summary of Issues 

A small number of issues were encountered during the installation and configuration of the 
Access Manager components.  In summary, they were: 

1. Directory Server configuration program does not start automatically after reboot during 
install phase; 

2. Access Manager servers cannot be started from Windows Services subsystem unless 
they are configured to logon as a local administrator, rather than running under the 
Local System account; and 
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3. Plug-in for Web Servers require fix pack 6 or higher to cater for IIS 5.1 on Windows 
XP. 

Other Changes 

A few other changes were made during the installation and configuration of the Windows XP 
test system.  While these changes are not due to the Windows XP platform directly, they offer 
some benefit in environments where running on Windows XP is anticipated. 

1. Reduced virtual memory usage for Tivoli Directory Server; and 

2. Disable unnecessary DB2 services. 

A Note on VMWare 

When possible, a virtual machine tool such as VMWare Workstation is recommended for 
demonstration environments, rather than running directly on a Windows XP machine.  This is 
so that inadvertent changes on the machine do not affect other applications used on Windows 
XP, such as email, office productivity and collaboration tools, etc.  It also allows for reuse of 
these environments. 
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Installation Cookbook 

This section of the document provides step-by-step instructions for installing and configuring 
Tivoli Access Manager 5.1 on a Windows XP system.  All operations should be performed 
using the Administrator user.  The installation below assumes that the CDROM drive is D:, and 
all software will be installed to default locations on C:. 

Java Runtime Environment 

Insert any of the Access Manager CDs into the CDROM drive.  From the Start menu in 
Windows XP, choose ‘Run’, and enter the path to install the IBM JRE. 

 

Click ‘Ok’ to start the installation. 

 

Click ‘OK’ to continue the installation in English. 



  9 

 

Click ‘Next’ to continue past the Welcome screen. 

 

Click ‘Yes’ to accept the license agreement. 
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Click ‘Next’ to choose the default installation location. 

 

Leave the component list unmodified, and click ‘Next’. 
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When prompted, click ‘Yes’ to install the JRE as the system JVM. 

 

After reviewing the installation summary, click ‘Next’ to start copying files to the destination 
directory. 
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Click ‘Finish’ to complete the installation. 

Tivoli Directory Server 

Installation 

Insert the Directory Server CD into the CDROM drive.  Start the LDAP installation by running 
D:\windows\Directory\setup.exe. 

 

The language selector dialog appears.  Click ‘OK’ to continue in English. 
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Click ‘Next’ to continue past the welcome screen. 

 

Accept the license agreement and then click ‘Next’. 
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Leave the destination directory unchanged, and then click ‘Next’. 

 

Select ‘English’ and then click ‘Next’. 
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De-select the WebSphere Express and GSKit features, and then click ‘Next’. 

 

Enter and confirm a password for the db2admin user, and then click ‘Next’. 
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Click ‘Next’ to start copying files.  After DB2 and LDAP files have been copied to the destination 
directory, the following error appears. 

 

Click ‘OK’ to accept this error.  The configuration utility will be started manually in the next 
section of this procedure. 
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Click ‘Next’ after reviewing the Client README. 

 

Click ‘Next’ after reviewing the Server README. 
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Click ‘Next’ after reviewing the Web Administration Tool README. 

 

Click ‘Next’ to choose to restart the machine. 
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Click ‘Finish’ to reboot the machine. 

After the machine reboots, login again as the Administrator user. 

Configuration 

Open the Directory Server Configuration Tool by going to Start / All Programs / IBM Directory 
Server 5.2 / Directory Configuration. 
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The configuration tool appears. 

 

Choose the ‘Administrator DN/password’ option from the left-hand menu.  Enter and confirm 
the password for the cn=root user in the directory.  Click ‘OK’ to set the password. 
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Click ‘OK’ to continue configuring the directory. 

 

Click on the ‘Configure database’ option in the left-hand menu, and click ‘Next’ to create a new 
database. 
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Supply the password for the db2admin user, and lick ‘Next’. 

 

Enter ‘LDAP‘for the database name, and lick ‘Next’. 
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Leave the character set option unchanged, and click ‘Next’. 

 

Leave the database destination option unchanged, and click ‘Next’. 
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Review the settings presented and click ‘Finish’ to start creating the LDAP database. 
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Upon completion of the database creation, click ‘Close’.  Next, clic on the ‘Manage Suffixes’ 
option in the left-hand menu. 
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Add the following suffixes: 

·  secAuthority=Default 

·  o=ibm,c=au 

Click ‘OK’ after adding both suffixes. 

Exit the Directory Server Configuration Tool. 

Tune DB2 Database 

The commands in this section reduce the memory usage of LDAP’s DB2 database.  Note that 
these settings are NOT recommended for production environments. 

Open a DB2 Command Window from Start / All Programs / IBM DB2 / Command Line Tools / 
Command Window. 

Enter the following sequence of commands to adjust the memory consumed by the buffer pools 
in the DB2 database. 
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C:\Program Files\IBM\SQLLIB\BIN>set DB2INSTANCE=DB2ADMIN 
C:\Program Files\IBM\SQLLIB\BIN>db2 connect to LDAP 
 
   Database Connection Information 
 
 Database server        = DB2/NT 8.1.2 
 SQL authorization ID   = ADMINIST... 
 Local database alias   = LDAP 
 
C:\Program Files\IBM\SQLLIB\BIN>db2 alter bufferpool ibmdefaultbp size -1 
DB20000I  The SQL command completed successfully. 
 
C:\Program Files\IBM\SQLLIB\BIN>db2 alter bufferpool ldapbp size 400 
DB20000I  The SQL command completed successfully. 
 
C:\Program Files\IBM\SQLLIB\BIN>db2 disconnect LDAP 
DB20000I  The SQL DISCONNECT command completed successfully. 

Set Service Startup Options 

Open the Services application from Start / Control Panel / Administrative Tools / Services. 

For each of these unnecessary DB2 services, stop them immediately, and set their Startup 
Type to ‘Manual’ for future reboots: 

·  DB2 JDBC Applet Server 

·  DB2 License Server 

·  DB2 Remote Command Server 

·  DB2 Security Server 

·  DB2DAS - DB2DAS00 

For the “IBM Tivoli Directory Server V5.2” service: 

·  Set the service’s Startup Type to ‘Automatic’ 

·  Start the service immediately 

Add Organization Object 

Open a Command Window, and run the following LDAP command to create the organization 
object: 

C:\Documents and Settings\Administrator>ldapadd -D cn=root -w passw0rd 
dn:o=ibm,c=au 
o:ibm 
objectclass:organization 
objectclass:top 
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adding new entry o=ibm,c=au 
 
^Z 

From the same Command Window, update the ACL on the newly created object so that the 
Access Manager Policy Server is an owner of that branch: 

C:\Documents and Settings\Administrator>ldapmodify -D cn=root -w passw0rd 
dn:o=ibm,c=au 
changetype: modify 
add: entryowner 
entryowner: group:cn=SecurityGroup,secAuthority=Default 
 
modifying entry o=ibm,c=au 
 
^Z 

Global Security Kit (GSKit) 

Installation 

Put the Access Manager Base CD in the CDROM drive.  Navigate to the D:\Windows\GSKit 
subdirectory. 
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Drag the setup.iss file onto the setup.exe file to start the installation. 

 

Click ‘Next’ to continue past the Welcome screen. 

 

Accept the default installation directory and click ‘Next’ to begin copying files. 
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Click ‘Finish’ to complete the installation. 

Access Manager Base Components 

Installation 

Put the Access Manager Base CD in the CDROM drive.  Navigate to the 
D:\Windows\PolicyDirector\Disk Images\Disk1 subdirectory, and launch setup.exe. 

 

Click ‘OK’ to continue installing in English. 
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Click ‘Next’ to continue past the Welcome screen. 

 

Click ‘Yes’ to accept the license agreement. 
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Select all components except the ‘Access Manager Policy Proxy Server’, and click ‘Next’. 
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The Access Manager Runtime installation commences.  Click ‘Next’ to accept the default 
installation directory. 

 

Review the installation summary, and click ‘Next’ to begin copying files. 

 

Installation of the base components continues.  Finally, click ‘OK’ to reboot the system.  Login 
as the Administrator user. 

Configuration 

Start the Access Manager configuration tool from the Start / All Programs / IBM Tivoli Access 
Manager / Configuration menu item. 
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Select ‘Access Manager Runtime’, and click ‘Configure’. 

 

Select ‘LDAP’ and click ‘Next’. 
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Enter ‘localhost’ for the LDAP host name, and click ‘Next’. 

 

Disable SSL with the registry server, and click ‘Next’. 
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Leave Tivoli Common Logging disabled, and click ‘Next’. 

 

Review the Access Manager Runtime Configuration and click ‘Finish’ to write the configuration 
information to the configuration files. 
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Select ‘Access Manager Policy Server’ and click ‘Configure’. 

 

Enter the password for LDAP’s cn=root user, and click ‘OK’. 
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Choose and confirm a password for the sec_master user, and click ‘OK’. 
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Accept default SSL settings, and click ‘OK’. 

 

Configuration will commence, and then an error will be encountering when attempting to start 
the Policy Server for the first time. Click ‘OK’. 

 

Click ‘OK’ to return to the main window of the configuration tool. 

 

Using a Command Window, run the Policy Server in the foreground to initialize the policy 
database using the command: 

pdmgrd –initdb –foreground 

When the server is listening on port 7135, terminate the Policy Server using Control-C. 
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Open the Services application from the Start / Control Panel / Administrative Tools menu. 

Update the Log On properties of the ‘Access Manager Policy Server’ service, so that the 
service runs under the local Administrator account. 

Start the ‘Access Manager Policy Server’ service. 

Open the registry editor by invoking regedit.exe from Windows XP’s Start / Run menu item. 

 

Set the value of the ‘HKEY_LOCAL_MACHINE\SOFTWARE\Tivoli\Policy Director 
Management Server\5.1\Configured’ registry key from ‘Working’ to ‘Yes’. 

Return to the Access Manager configuration tool and click ‘Refresh’. 

 

Select ‘Access Manager Authorization Server’ and click ‘Configure’. 
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Accept the ‘Default’ domain by clicking ‘Next’. 

 

Specify ‘localhost’ as the Policy Server host name, and click ‘Next’. 
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Enter the password for the sec_master user, and click ‘Next’. 

 

Enter the machine’s hostname (tam51xp in this example), and click ‘OK’. 
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As with the Policy Server, the Authorization Server will fail to start.  Click ‘OK’. 

 

Click ‘OK’ to return to the main window of the configuration tool. 

 

Open the Services application from the Start / Control Panel / Administrative Tools menu. 

Update the Log On properties of the ‘Access Manager Authorization Server’ service, so that the 
service runs under the local Administrator account. 

Start the ‘Access Manager Authorization Server’ service. 

Open the registry editor by invoking regedit.exe from Windows XP’s Start / Run menu item. 
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Set the value of the ‘HKEY_LOCAL_MACHINE\SOFTWARE\Tivoli\Policy Director 
Authorization Server\5.1\Configured’ registry key from ‘Working’ to ‘Yes’. 

Return to the Access Manager configuration tool and click ‘Refresh’. 

 

Access Manager Web Security Components 

Installation 

Insert the Web Security CD in the CDROM drive.  Start setup.exe by running 
D:\Windows\PolicyDirector\Disk Images\Disk1\setup.exe. 
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Continue the installation in English by clicking ‘OK’. 

 

Click ‘Next’. 
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Accept the license agreement and click ‘Yes’. 
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Select the ‘Access Manager Web Security Runtime’, ‘Access Manager WebSEAL’, ‘Access 
Manager Web Security Application Development Kit’ and ‘Access Manager Plug-in for Web 
Servers’ options, and click ‘Next’. 

 

The Web Security Runtime installation starts.  Click ‘Next’. 
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Accept the license agreement by clicking ‘Yes’. 

 

Accept the default installation directory and click ‘Next’. 
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When prompted to reboot, choose ‘No’, and click ‘Finish’ to progress to the WebSEAL 
installation. 
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Click ‘next’ to move past the Welcome screen. 

 

Accept the license agreement by clicking ‘Yes’. 
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Accept the default destination and click ‘Next’.  The Web Security Application Development Kit 
installation starts. 

 

Click ‘Next’. 
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Accept the license agreement by clicking ‘Yes’. 

 

Accept the default destination and click ‘Next’. 
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Click ‘Finish’. 

 

Click ‘OK’. 

Reboot the system and login again as Administrator. 

For the Access Manager Plug-in for Microsoft IIS to be configured correctly, LA Interim Fix 6 or 
higher is required for the Plug-in for Web Servers.  This patch can be obtained from the IBM 
Support Site.  Install this patch by accepting all default options. 

Configuration 

WebSEAL 

Start the Access Manager configuration tool from the Start / All Programs / IBM Tivoli Access 
Manager / Configuration menu item. 
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Choose ‘Access Manager WebSEAL’, and click ‘Configure’. 

 

Click ‘Configure’ to create a new WebSEAL instance. 
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Select the default instance name and click ‘Next’. 

 

Enter the machine’s hostname (tam51xp in this example) and click ‘Next’. 
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Enter sec_master’s password and click ‘Next’. 

 

Disable SSL communication with the LDAP server, and click ‘Next’. 
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Accept the default HTTP and HTTPS ports.  In this example, Microsoft IIS is using 80 (HTTP) 
and 443 (HTTPS), so incremental ports are chosen.  Click ‘Finish’ to begin the configuration. 

 

An error will occur during configuration.  Click ‘OK’ to return to the WebSEAL configuration. 
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Using WordPad, edit webseald-default.conf in the C:\Program Files\Tivoli\PDWeb\etc 
subdirectory. 

Locate the [webseal-config] stanza, and change the value of the ‘status’ parameter from ‘partial’ 
to ‘config’. 

Save the configuration file and exit WordPad. 

Click ‘Refresh’ in the Access Manager WebSEAL Configuration window.  The status for the 
default instance should now should as ‘Stopped’. 

Open the Services application from the Start / Control Panel / Administrative Tools menu. 

Update the Log On properties of the ‘Access Manager WebSEAL-default’ service, so that the 
service runs under the local Administrator account. 

Start the ‘Access Manager WebSEAL-default’ service. 

Open the registry editor by invoking regedit.exe from Windows XP’s Start / Run menu item. 

 

Set the value of the ‘HKEY_LOCAL_MACHINE\SOFTWARE\Tivoli\Access Manager 
WebSEAL\5.1.0.0\Configured’ registry key from ‘Working’ to ‘Yes’. 

Return to the Access Manager configuration tool and click ‘Refresh’. 
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WebSEAL’s health can be tested by going to https://localhost:444/ with a browser on the local 
machine.  Authenticate as sec_master. 

Web Server Plug-in for Microsoft IIS 

Start the Access Manager configuration tool from the Start / All Programs / IBM Tivoli Access 
Manager / Configuration menu item. 

 

Choose ‘Access Manager Plug-In for Web Servers’ and click ‘Configure’. 

 

Select the ‘Default Web Site’ instance of IIS and click ‘Next’. 
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Enter sec_master’s password and click ‘Next’. 

 

Accept the default listen port and click ‘Next’. 

 

Click ‘OK’ to complete the plug-in configuration. 

Open the Services application from the Start / Control Panel / Administrative Tools menu. 

Restart the ‘World Wide Web Publishing’ service. 
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Successful configuration can be verified by using a browser to navigate to 
http://localhost/winxp.gif.  Authenticate as sec_master. 

Web Portal Manager  

Installation 

WebSphere Application Server 

Insert the Web Portal Manager CD in the CDROM drive.  Start the installation of WebSphere 
Application Server by running D:\windows\websphere\nt\install.exe. 

 

Click ‘OK’ to continue the installation in English. 

 

Click ‘Next’ to continue past the welcome screen. 
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Accept the license agreement and click ‘Next’. 

 

Select the Custom setup type and click ‘Next’. 
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Deselect the IBM HTTP Server, Web Server Plugins and Performance Tools, and click ‘Next’. 

 

Accept the default destination locations and click ‘Next’. 
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Ensure that the node name and host name are both set to the name of the local system 
(tam51xp in this example).  Click ‘Next’. 

 

Supply the Administrator password, and click ‘Next’. 
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Review the installation summary, and click ‘Next’.  File copying commences. 

 

Decline to register the product and click ‘Next’. 
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Click ‘Finish’.  The First Steps window will appear. 

 

Click ‘Exit’ to close the First Steps application. 
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Open the Services application from the Start / Control Panel / Administrative Tools menu. 

Start the ‘IBM WebSphere Application Server – server1’ service. 

Set the Startup Type for the ‘IBM WebSphere Application Server – server1’ service to 
‘Automatic’. 

Verify that WebSphere Application Server has started by using a browser to navigate to 
http://localhost:9080/snoop. 

Web Portal Manager 

Insert the Web Portal Manager CD in the CDROM drive.  Start the installation of Web Portal 
Manager by running D:\windows\PolicyDirector\Disk Images\Disk1\PDWPM\Disk 
Images\Disk1\Setup.exe’. 

 

Click ‘OK’ to continue the installation in English. 
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Click ‘Next’. 

 

Accept the license agreement and click ‘Yes’. 
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Click ‘Finish’. 

Configuration 

Java Runtime Environment 

Start the Access Manager configuration tool from the Start / All Programs / IBM Tivoli Access 
Manager / Configuration menu item. 
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Select ‘Access Manager Java Runtime Environment’ and click ‘Configure’. 

 

Choose a ‘Full’ configuration type and click ‘Next’. 

 

Enter the path to WebSphere’s JRE (C:\Program Files\WebSphere\AppServer\java\jre) and 
click ‘Next’. 



  71 

 

Specify the location of the Policy Server (tam51xp in this example), and click ‘Next’. 

 

Leave Tivoli Common Directory logging disabled, and click ‘Finish’. 



  72 

 

Click ‘OK’. 

Web Portal Manager 

Start the Access Manager configuration tool from the Start / All Programs / IBM Tivoli Access 
Manager / Configuration menu item. 

 

Select ‘Access Manager Web Portal Manager’ and click ‘Configure’. 

 



  73 

Specify the path to the WebSphere Application Server and click ‘Next’. 

 

Specify the Policy Server location (tam51xp in this example) and click ‘Next’. 

 

Supply the password for the sec_master user and click ‘Finish’. 
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Click ‘OK’. 

Verify that Web Portal Manager is running by using a browser to navigate to 
http://localhost:9080/pdadmin/pdmainframe.jsp.  Login as sec_master. 
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